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RESUMO

Com o aumento expressivo da produ-«o de dados e a democratiza-«o da internet nos “timos
anos, torna-se cada vez mais f8cil o acesso * todo o tipo de informa-»es por diversos tipos de
usu8rios, no entanto, com a busca correta, uma pessoa comum tem acesso a tutoriais e documen-
ta-»es e pode aprender, por exemplo, a realizar um ataque DoS (Denial of Service) ou DDoS
(Distributed DoS) causando problemas que variam desde interrup-»es de acesso ™™ pequenos ser-
vi-0s da web, at® " sites de grandes organiza-»es gerando preju?zos econt micos e~ imagem
da vZtima. Prever este tipo de anomalia nas redes n«o ® uma tarefa muito simples, pois a di-
namicidade e velocidade em que ocorrem e a grande e crescente quantidade de dados a serem
analisados geram dificuldades de detec-«o. Na maior parte da literatura observada para este
trabalho, tenta-se detectar os ataques de DoS utilizando-se o volume de fluxo de dados como
base da avalia-«0, mas algumas an8lises demonstram que esta abordagem apresenta efeitos co-
laterais nas verifica-»es e delays nas detec-»es devido ao alto consumo de hardware causado
pela grande quantidade de dados a serem analisados a0 mesmo tempo e os protocolos n«o defini-
rem qual a tecnologia de armazenamento dos dados, ficando a cargo do implementador decidir.
Este trabalho busca analisar, com a configura-«o dos protocolos Netflow e IPFIX aplicados ao
conjunto de ferramentas da Elastic Sack ou ELK, como plataforma coordenada de coleta, arma-
zenamento e visualiza-«o dos dados, se ® poss2vel detectar um ataque DoS observando os dados
coletados utilizando t@cnicas de reconhecimento de padr»es na busca de vari§veis que possam
indicar em tempo real um ataque em andamento.

Palavras-chave: Redes de computadores. Reconhecimento de Padr»es. Algoritmo de classifi-
ca-«0.






ABSTRACT

With the significant increase in data production and the democratization of the internet in recent
years, access toall types of information is increasingly easy for different types of users, however,
with a correct search, one person Ordinary has access to tutorials and documentation and can
learn, for example, to perform a DoS (Denial of Service) or DDoS (Distributed DoS) attack
causing problems ranging from access interruptions to small services web, even to the websites
of large associations, generating economic losses and damage to the victimds image. This type
of anomaly in networks is not a very simple task, as the dynamics and speed at which they occur
and the large and growing amount of data to be dispatched generate detection difficulties. In
most of the literature observed for this work, an attempt is made to detect the DoS procedures
using the data flow volume as the basis for the evaluation, but some analyzes demonstrate that
this approach has effects on verifications and delays on detections due to the high consumption
of hardware emitted by the large amount of data to be locked at the same time and the protocols
do not define the data storage technology, it is up to the implementer to decide. This work,
search, analysis, with the configuration of the protocols Netflow and IPFIX science to the set
of tools of the Elastic Sack or ELK, as a coordinated platform for data collection, storage and
visualization, whether it is possible to detect a DoS attack by looking at the data collected using
pattern recognition techniques in search of variables that can indicate in real time an attack is in
progress.

Keywords: Computer network. Pattern Recognition. Classification algorithm.
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1 INTRODUCAO

O s@culo XX1 ® marcado por uma gigantesca produ-«o de informa-»es em pequenos
espa-os de tempo. Estima-se que foram produzidos mais dados nos anos de 2013 " 2015 mais do
gue em toda a hist- ria da humanidade e que menos de 0,5% desses dados s«o sequer analisados
(FORBES, 2015).

Em meio a essa gigantesca produ-«o de dados, ataques cibern®ticos s«o cada vez
mais comuns no cotidiano, como relata Proto, Correa e Cansian (2018), a dissemina-«o do
conhecimento provocado pela internet, da acesso = usu8rios comuns conhecimentos que, se
em m«os mal intencionadas, podem causar grandes problemas " outros usu8rios. 1sso porque a
Internet possibilita uma fonte riqu2ssima de informa-»es, entre elas documenta-»es e programas
gue ensinam um usu8rio comum a realizar uma intrus«o em sistemas computacionais. £ 0 caso
dos ataques de nega-«o (DoS - Denial of Service o ou DDoS - Distributed Denial of Service)
gue s«0 cada vez mais corrigueiros e robustos.

V8rios exemplos deste tipo de ataque podem ser facilmente encontrados na internet.
Em setembro de 2010 foi lan-ado um ataque contra a pagina da Web da MotionPicture Associa-
tion of America (MPAA) que ficou conhecido como 0Operation Paybacko, mais recentemente o
governo italiano e o Vaticano tamb®m foram vitimas deste tipo de ataque (VITALI et al., 2012).
No in%cio de 2014 o Cloud Flare foi atingido por um ataque de nega-«o amplificado que atingiu
cerca de 400 Gbps de largura de banda (STEEG et al., 2015).

A Netscout (2018), uma multinacional que oferece solu-»es de seguran-a de redes,
em seu 140 Relat- rio Anual sobre Seguran-a da Infraestrutura Global de 2018 onde ela apre-
senta uma pesquisa com empresas clientes, demonstra que o os ataques DDoS est«o crescendo
em um ritmo alarmante ao redor do planeta. Segundo a mesma, na primeira vers«o lan-ada, ata-
gues de 10 Gbps ganhavam manchetes de jornal, pois derrubavam redes inteiras e atualmente
atagues de 400 Gbps s«o rotineiros. A Figura 1 representa um gr8fico da evolu-«o dos ataques
relatados por provedores de servi-os desde que o primeiro relat- rio lan-ado. Ainda segundo a
Netscout (2018), no mesmo ano da pesquisa houve um “hico ataque DDoS de 1,7 Tbps que atin-
giu um provedor de servi-0s norte-americano, embora este n«o tenha participado da pesquisa
do relat- rio em quest«o.

Em seu artigo sobre detec-«o de ataques DDoS, Vitali et al. (2012), demonstram
um exemplo de como os efeitos causados por esse tipo de ataque podem ser catastr- ficos em
Sistemas Aut! nomos (AS): em casos mais modestos, ocorrer§ dapenasouma parada em algum
servi-o hospedado em no AS, mas em casos mais problems§ticos, pode ocorrer um rompimento
de sess«o entre 0 AS e seu ISP, ocasionando uma grande lacuna em que todos 0s pacotes ser«o
descartados, 0 que pode ocasionar uma rea-«o em cadeia, espalhando o efeito para os ASes
subsequentes. Este caso hipot®tico se encaixa muito bem na proposta deste trabalho, visto que
os testes foram realizados em um ambiente de um AS real.

Entretanto, anglises verificadas na maioria nos artigos que relatam esse tema tentam
demonstrar a efic8cia dos protocolos para a detec-«o sempre na verifica-«o do volume do tr§-
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FRQWUDWDR VHUYLOR GDV UHGHY GH SURYHGRUHV HVWHYV
GD,QWHUQHW 1RV SULPHLURV QtYHLV H[LVWHDLQGD R FR
FRQVLVWH EDVLFDPHQWH HP UHGHYV T X H SRDAVX BIR UFQF\ 3 Biy
GHWU)2BIZRB=$1 026+$55$%)
3URWRFRORYV

8P SURWRFROR WHP FRPR XPD GH VXDV GHILQLO}HV Q
PHQWRYV TXHVHGHYH UHVSHLWDU HP FH& 2P {QL D,V \WREDO IXPD"
SURWRFROR SDGURQL]D IRUPDOL]D XPDIRUPD GH FRPXQLFI



J)LIXUD *9LVMR FRQFHLWXDO GD ,QWHUQHW
JRQWRB528=%$1 026+$55%)

6DEH VHTXHDLQWHUQHWpPD FRQH[MRHQWUH XPRXPDL)
XPDUHGH SRUWDQWRHVWHV GLVSRVLWLYRVVHFRPXQLFDP HC
FRUULTXHLURHPUHGHVY GHFRPSXWDGRUHV RQGH XP GLVSRYV
FDUFRPRXWUR GLVSRVLWLYR GHRXWURIDEULFDQWH FRPR VI
VHMD IHLWD GH IRUPD TXH "RV GRLVY VH HQWHQGDP " 3DUD UHV
SURWRFRORV GHUHGH
8PD GDV SULQFLSDLY FDUDFWHUtVWLFDV GDV UHGHV GH
UHGH 6HUHV KXPDQRV WDPEpP XWLOL]DP SURWRFRORYV SDUD !
FRQYHUVD FDVXDO FRP R YL]JLQKR DWp XPD PDLVIRUPDO FRPR I
HIHPSOR $ GLIHUHQoD HVWi HP TXHP UHDOL]D DV Do}HV HP UH
RXVRIWZDUH GHDOJXP GLVSRVLWL85R 6KRFPZ6WDGRU FHOXODU
([LVWHP YDULDGDV GHILQLO}HV GRVDXWRUHYVY SDUD VH U
SDUBPRURVH H5RVV8P SURWRFROR GHILQH R IRUPDWR H D
VDIHQV WURFDGDV HQWUH GXDV RX PDLV HQWLGDGHYV FRPXQLF
WUDQVPLVVMRH RXQRUHFHELPHQWR GH XPD PHQVDJHP RX RX"
6HIX@BRHU H 'RXJODIP SURWRFROR "> @ HVSHFLILFD F
XPDVSHFWR GH FRPXQLFDomR GHFRPSXWDGRUHYV LQFOXLQGR
RXVLWXDo}HVLQHVSHUDGDVY RFRUUHP > @°
1D )LIXYPURX]DQ HORVKDMUDOHP XP HIHPSOR VLPSOHYV Gl
WRFROR GHFRPXQLFDomR KXPDQR RQGHODULDHS$QD VmR YL]L
GHFRPXQLFDomR TXHSRGHP VHUGHVFULWDV HP DOJXQV SDVVI
ODULD H$QD VH FXPSULPHQWDP
ILPLWDP VHX YRFDEXOIULR DR VHX QtYHO GHLQWLPLGDGH
8PD VHFDOD  TXDQGR D RXWUD HVWLYHU IDODQGR
'"HILQHP RPRGR GHH[SUHVVMR VHQGR XP GLIORJR XPD YH] T



YLIXUD + 3URWRFRORGHFRPXQLFDomR KXPDQR
JRQWR528=$1 026+$55%)

ODV VDEH VHTXHQHP VHPSUH XPD FRPXQLFDomR p VL
HOD SRGH FRQWHU FRPSOH[LGDGHV TXH SRU VXD YH] H[LJH
QHVWH FDVR SRGSHURM BERDKRVUHPVALRPDIBEDMAMRUQD PXLWR ~W
GLVFXWHP RV SURWRFRORV QD ,QWHUQHW SRLVHOD QmR p
VLVWHPDV ILQDLY PDV WDPEpP GHVLVWHPDV LQWHUPHGLILl
SDUD UHDOL]DUD FRPXQLFDomR 'HVWD IRUPD GLYLGH VH X
PDLV VLPSOHV SRVVLELOLWDQGR TXHFDGD FDPDGD VHMD L
IDFLOLWD WDPEpPP D PD QXM BDHNSR DR2G YV $H5B6ISY WH P D

$ SLOKD 7&3 ,3

&RQIRUPH GHPRQVWUDGR DQWHULRUPHQWH D ,QWHL
VXFHVVR QD FRPXQLFDOomMRHQWUH GLIHUHQWHV GLVSRVLWL
GLPLQXLUD FRPSOH[LGDGHGDVWDUHIDV H[HFXWDG®DW | BR G
&RQWURORKRBRWRWRGBROR GH FR QW U RIDWHUH W VRTEQBR R RV/RRAEM O
GH,QWHUQHW

1D YHUGDGH G HERPPRHWGHR'RKBOBRWRPH PDLV DSURSUL
SLOKD 7&8i,BXH DV DEVWUDO}HV IHLWDV SDUDLOXVWUDU R

JLIXUD + 3LOKD 7&3 ,3
JRQW20(5 '28*/$6

ODLV XWLOL]DGR QD ,QWHUQHW FRQYHQFLRQDOPHQW
SURWRFRORV XP FRQMXQWR GHVWHV RUJDQL]DGRV HP GLI|
e XP SURWRFRORKLHUIUTXLFRFRPSRVWR GHPYyGXORV LQWH
IXQFLRQDOLGD B2 R8-SHHF DRA6F355%) ,VWR p XPDIRUPD GH
]JDomR GRV SURWRFRORY FRP EDVH HP VXDV FDUDFWHUtVWL
XPD RUJDQL]DomR QD FRPXQLFDomR HQWUH GLVSRVLWLYR\



GH 'HIHVD GRV (VWDGRYV 8QLGRV LQLFLDOPHQWH FRP LQWXLW]
JRYHUQR GH PRGR D REWHU YHORFLGDGH H FRQILDELOLGDGH Q
SRGHP VHU UHVXPLGDPHQWH GHILQLGDV FRPR VHJXH

&DPDGD )tVLFD

&RPHUH'RXJODMVXPH TXHIDVASFMY BBL RV SURWRFRORV T
OKDPRLR GH WUD-QRPUGDBRVMRFLDGR 7XGR TXHVHUHODELRQD |
GHV HOpWULFDV IUHTXrQFLDV GHUDGLRHVLQDLY SHUWHQFHP

JRURX]DQ HORVKBHWYBUHYH TXHHOD p UHVSRELWYHO SR L
LQGLYLGXDLV GH XP TXDGUR D\8UDS R WGHRHERYD & R NRSERGHX®R L V
WUDQVPEDERRX DU TXH SRU VXPLWPP® N RFDUYBUDAOpWULFRYV
TXHIRUDP WUDQVIRUPDGRY QD FDPDGD GH HQODFH TXH VHUD G

&DPDGD ,QWHUIDFHGHUHGHRX (QODFHGH GDGRYV

FHIX@BRHUH'RXJOMRW SURWRFRORV GHVVD FDPDGD HVS
GD FRPXQLFDOMR GH XPD UHGH XDRSEEWHD PDPG D L JO/OMIR KDRP D G [
UHVSRQVDELOL]D SHORV HQGHUHORY GHUHGH R WDPDQKR Pi[l
SDUD DFHVVDU R PHLR H R HGZHIOHIFPDEH QWRWGRRUUHO}HV QRV |
HUURV RFRUULGRVY GXUDQWHR WUDQVSRUWH GRV GDGRV UHDO

&DPDGD ,QWHUQHW RX5HGH

%DVH IXQGDPHQWDO GD LQWHUQHW IRUPDOL]DU D HVWL
IRUPDWR GH SDFRWHV PpWRGR GHGLYLGL ORVHPHFDQLVPRV !
GD FDPDGD TXH IRUPDOL]D DKRRELGFUSROR FHHWQAS b/ 6

JRURX]DQ H ORVKDWURWoD TXHD FDPDGD GH UHGH FULD X
HQWEBBW RULJHP HKRWMRVWRPR D LQWHUQHW TXDVH QXQFD p XF
GLUHWD HQWUH RV GLVSRVLWLYRV FRQWHQGR GLYHUVRV URW
UHVSRQViYHO SRUHVFROKHUDV PHOKRUHV URWDYV

&DPDGD 7UDQVSRUWH

'H DFRUGRFEMRHU H 'RXJODIY FDPDGD GH WUDQVSRUWH WH
TXH YLDELOL]DP D FRPXQLFDOmMR HQWUH RV DSOLFDWLYRV GRV
RFRQWUROH GD WD[D Pi[LPD GHGDGRV TXH XP UHFHSWRU SRGH
HYLWDU FRQJHVWLRQDPHQWR GHUHGHHEXVFD DVVHJXUDUR L

JRURX]DQ HORVKBWYBUHYH TXHD FDPDGD GHWUDQVSRU
UHDOL]D VHUYLORY SDUD D FDPDGD GH DS O KFRD&®# R RIEMWR QIG R X
OHYDQGR®OWBHVWLQR

&DPDGD $SOLFDomR

&RPHU H 'RXJODWHVXPH D FDPDGD GH DSOLFDomR FRPR [
HVSHFLILFDUFRPR GXDV DSOLFDO}HV QD UHGH VH FRPXQLFDP |
GRIRUPDWRHRVLIJQLILFDGR GDV PHQVDJHQV TXHDV DSOLFDO]



e DFRPXQLFDomR HQW KR BWBXMHYR/ BR GWNXRFP2Y GH UF
528=%$1 026+%$559%)

$)LIXUDXVWUD FRPRRVGDGRVVHPRYLPHQWDP QD S
FDomR KRWHMWFRUGR FRP RV SURWRFRORV GHVFULWRYV

JLIXUD +2I10OX[RGRV GDGRV QD SLOKD 7&3 ,3
JRQWR528=%1 026+$55%)

*HUrQFLD GHUHGHYV

+RMH D, QWHUQHW Mi FRPHoD D VH WRUQDU XPD IHUL
PDQDV $VVLP FRPRDHQHUJLD HOpWULFD SRVVLYHOPHQWF
]DGDV SHOR VHU KXPDQR QRUERWHKWR 'RRPERMWVWOBHR)>GH FRP
GRUHVHVWMR SUHVHQWHYVY HP GLYHUVRV VHWRUHV GRV QHJ
JRYHUQDPHQWDLYV "$VUHGHV GH FRPSXWDGRUHV HVWmMR H

,VWR VXS}HTXHH[LVWD XPD GHPDQGD DVHUDWHQGL:
XP SDSHO LPSRUWDQWH QD H[SDQVmMR GHVVD WHFQRORJLD
GDGH RIRUQHFLPHQWR GHVWD QHFHVVLWDUI GH XPD TXDO
YHLV

&RQWXGR RIRUQHFLPHQWR GH XPDFRQH[MR GH TXDC
IHUUDPHQWDY SDUD VXD PHGLomR WDQWR S [INUDW RIRRRAEHDD) K
GRUHV HQHUJLD HOpWULFD HWF TXDQWR R VHX WUIIHIJR
HP IXQFLRQDPHQWR HFRPRRV GDGRV VHFRPSRUWDP GHQW

"2DGPLQLVWUDGRU GHUHGH FXMD WDUHID p PDQW
KDELOLWDGR DUHDJLU D HVVHVY FRQWUDWHPSRYV F
SRWHQFLDOPHQWHPLOKDUHV GHFRPSRQHQWHYV HV
HP VXD FHQWUDO GH RSHUDOoO}HV HYLGHQWHPHQWF
DX[LOLHPDPRQLWRUDU DGPL@BYBMUD2IGE FRQWURO

$LQGD VHXX®RER H5RVIWSXG 6D\GDRHUH@FLDPHQWR G
GHWD WDUHID TXHHQYROYHLPSOHPHQWDKD UG BRI WIAD H H R
KXPDQRV DILP GHWHVWDU FRQVXOWDU FRQILIJXUDU DQD



HGHHOHPHQWRY QDEXVFD GHGHVHPSHQKRHGHTXDOLGDGH
WDUHID TXHHQJORED GLYHUVDV RXWUDV JHUrQFLDYV
$, QWHUQDWLRQDO 2UJDQL]DWE2R @ H UGBWKD QGHING G FO LU
DPHQWR G.I8 ¥26G H52 6 6
$t*HUHQFLDPHQWR GHTGBQMASHBXWR PHGLU LQIRUPDU DQDO
VHPSHQKR
$*HUHQFLDPHQWR BH. NDOKDY GHWHFWDU HUHDJLU jVFRQGL
f*HUHQFLDPHQWR G HWREH UJTOUDLOMNRLY SRVLWLYRV ID]JHP SDU
WUDGD H TXDLV VMR VXDV FRQILIJXUDo}HV GHKDUGZDUH H V
$*HUHQFLDPHQWR GH FIR/GWPBIEILG DJD dHRILVWUDU H FRQWURO |
HGLVSRVLWLYRV DRV UHFXUVRV GD UHGH
t*HUHQFLDPHQWR GHRHNXEDQUWIR DFHVVR DRV UHFXUVRYV GI
DOJXPD SROtWLFD EHP GHILQLGD
$UTXLWHWXUD GH *HUHQFLDPHQWR GH5HGHYV
&RPRWXGR HPUHGHV GHFRPSXWDGRUHV RJHUHQFLDP
RUJDQL]DomR EiVLFDH HOD XWLOL]D GH XPD WHUPLQRORJLD S
QHVVD HVWUXWXBR6YHQRER HOHV
ftHQWLGDGH JH DHBRLIDFDRWMR TXH FRQWUROD D FROHWD SUR
DSUHVHQWDOmMR GH LQIRUPDO}HV GH JHUHQFLDPHQWR GH U
GHFLV}HV VREUHR FRPSRUWDPHQWR GD PHVPD
+tDJHQWH GH JHUMQHFEPWBGWRR GLVSRVLWLYR JHUHQFLDGR
PDQGRVY GD HQWLGDGH JHUHQFLDGRUD HH[HFXWD Do}HV OR
$SURWRFROR GH JHHJH®© X WDFRGHRQMRNVNUH D HQWLGDGH JHUHQF|
FLDGR ID]DLQWHUIDFHHQWUH HOHV SRVVLELOLWDQGR TX
HVWDGR GRV GLVSRVLWLYRV JHUHQFLDGRVH LQGLUHWDP|
GRV DJHQWHYV
2 SURWRFROR 6103
,QLFLDOPHQWH D SUHRFXSDomR GRV JHUHQWHY GH UHC
SDUWH ItVLFD GRV GLVSRVLWLYRV RQGH IRL QHFHVVIiULR FULDL
WHPSR UHDO RX R PDLV SUY[LPR GLVVR GRV GLVSRVLWLYRV D I
DUHVROX0omR GH SUREOHPDV &RRQVMRHHRIL OU ZDBR BRAILCARHJ U X
SURWRFROR 6103 >5)& @ RULJLOQDOPHQWH TXHKRMH Mi FRQ
6103Y >5)& @

26103 6LPSOH 1HWZRUN ODQDJHPHQW 3URWRFRO p R
RSHUDomR HPDQXWHQomR GD ,QWHUQHW 2 JHUHQFLDP
DSHQDV SURGX]VROX0}HVGHJHUHQFLDPHQWR SDUD VL
YRVFRPSOH[RVHVLVWHPDVGHFRQWUROHDPELHQWDO
GHJHUHQFLDPHQWR GH , QWHUQHWSTRB VXSRUWDP VHU"®



%DVLFDPHQWH HVWUXWXUD GH IXQFLRDDPHIXWR GR
UHFHEHUI LQIRUPDHK RWHGIHUPD |HQD HVVDV LQJRURHE XMANVOHLRL
RYZ,'VSDUD FROHWD 6 2 ®3 RA WIDOQH V

*HUHQ@MNNSRVLWLYR TXHUHFHEH DUPD]JHQD H SURFH\
GRV DJHQWHYV

$JHQWHP HP SRVVH XPD OLVWD GH REMHWRYV TXH HOH
RVWDWXV RSHUDFLRQDO GH XPD LQWHUIDFH GR URWHDGRU

0,% XPD HVSpFLH GH GLFLRQIiULR TXH WUDGX] DV 2,'V
YHUVD GHPRGR TXHR DJHQWH FRQVLJD DFHVVD ORYV

2,V VMR LGHQWLILFDGRUHV QXPpULFRV SDUD FDGD F

GLVSRVLWLYRYV

)LIXUD +'LDJUDPD 6103
JRQWH KWWSV LURQOLQX[ FRP EU R TXH H

26103 p PXLWR ~WLO QD REWHQOmMR GHLQIRUPDO}HV
HOWDQWR FRPDHYROXomRGDV WHFQRORJLDV SULQFLSDC
WURX[HUDPPDLRUHVWDELOLGDGHQDVFRQH[}HVHXPDXPH
VH XPD QRYD SUHRFXSDomR RFRQWH~GR GR WUIIHJR GH UH



2V SURWRFRORV 1IHWIORZ H ,3),;
2V SURWRHW 08RRY, ;WHP FRPR LGHLD SULQFLSDO D REWHQ
PHLR GH I0,8[BU\G3RVLWLYRV GD UHGH UH~QHP GDGRV GH IOX[R
UHV TXH SRU VXD YH] DUPD]JHQDP RV HRUJDQL]DP RV GH IRUPD
GHWDOKDGDV VREUGHR WUilHJIR
YOX[R GH ,3
*HUDOPHQWH VH GH BFRHPR NXOX FROGXQWR GH SDFRWHV H
PLQDGD GLUHOmMR QD UHGH TXH SRVVXHP FDUDFWHUtVWLFDV F
FDUDFWHUtVWLFDV GLIHUHQWHY QD VHTXrQFLD RIOX[R p FRUW
FDV SURSULHGDGHYV XWLOL]DGRYV SDUD FODVVLILEDU VH XP SDI
SURWRFRORV 1HWIORZ RULJLQDLV5(H&Gi SHORV VHIXLQWHYV EDF
$1(QGHUB®GR RULJHP
$(QGHUB®GR GHVWLQR
$+1~PHUR GD SRUWD GH RULJHP DSHQDV SDUD 7&3 RX 8'3 JHUF
$1~PHUR GD SRUWD GH GHVWLQR DSHQDV SDUD 7&3 RX 8'3 R
JHUR SDUD RXWURV SURWRFRORYV
$7LSR GH SURWRFROR GH FDPDGD
$7LSR GH VHUYLOR 7R6
$+ , QWHUIDFH OyJLFD GH HQWUDGD LI,QGH]
.UHMFL DILUPD DLQGD TXH RV GRLV ~OWLPRV FDPSRV S
QMR LPSRUWDQWHY HXP IOX[Rp GHILQLGR DSHQDV FRP RV SULT
WDPEpP RV FDPSRV QmR FKDYH FRP LQIRUPDO}HV DGLFLRQDLYV
IOX[R PDV QMR VMR XVDGRY SDUD GHFLGLU D DWULEXLOmMR GR S
$7LPHVWEIHPIOWX[R SDUD HQWHQGHU D YLGD GH XP IOX[R p XVLC
E\WHV SRU VHIJXQGR
$1(QGHUBGRVSUY[LPR VDOWR LQFOXLQGR VLVWHPDV DXW{QRI
$0iVFDUD GH VXE UHGH SDUD RVHQGHUHORY GH RULJHP H GH'
$ILIXUDXVWUD RIXQFLRQDPHWWHRGRV IOX[RV QR

JLIXUD + )OX[HRW QR Z
JRQWe2872



%\WHYV &DPSRV '"HVFULomR

YHUVLRQ 1~-PHURGD YHUVMRGR IRUPDWR GH H[SRL
FRXQW 1~PHURV GH IOX[RV H[SRUWDGRYV QHVWH
VI\VXSWLPH 7HPSRHPPLOLVVHIXQGRV GHVGH D UH
XQL[BVHFVDWD HKRUD EDVHDGRYV HP VHIXQGRV GHYV
XQL[BQVHFV 1DQRVHJXQGRV UHVLGXDLV QR IRUPDW

7TDEHOD =+ & DEHHW DEDRKR
JRQWaHS/, *$ 5 (

21HWIRRRZAULDGR SHOD &LVFR XPD GEDWIREHMRRHAY B UR
UHBMH UHGHV GRPXQGRHWHYHDOJXPDV YHUV}HV ODQoDGDV

IHWIORZY

"ImMR VHQGR PDLV XWLOL]DGD KRMHHP GLD GHYLGR j I
PHOQWR GRWPBXPRYVY" WLQKD RIRUPDWR GRFDEHoODOKR FRPR

2V UHJLVWURV GHIOX[RVHVWMR UHSUHVHQWDGRYV Q!

%\WHV &DPSRV "HVFULomR
VUFDGGU (QGHUHOR ,3GH RULJHP
GVWDGGU (QGHUHOR ,3GH GHVWLQR

QH[WKRS(QGHUHOR ,SGRURWHDGRU GR SUY[LPR
LQSXW EQGLFH6103GDLQWHUIDFH GHHQWUL
RXWSXW EQGLFHG6103GDLQWHUIDFH GH VDtGD

G3NWYV 3DFRWH QR IOX[R
G2FWHWV 1XPHURWRWDO GHE\WHV /D\HU QR\
ILUVW 6\WV8SWLPH GR LQtFLR GR IOX[R

obvw 6\WV8SWLPHGR ~-OWLPR SDFRWHUHFHELG
VUFSRUWRUWDY GHRULJHP 7&3 8'3 RXHTXLYDOF
GVWSRUBWRUWDYVY GHGHVWLQR 7&3 8'3 RXHTXLYD

SDG %\WHV QmR XVDGRV JHURYV

SURW 7LSRGR SURWRFROR H[HPSOR 7&3 8'3
WRYV 7LSRGR VHUYLOR ,3

IODJV 7&3 10DJV RXFXPXODWLYR

SDG %\WHV QmR XVDGRV J]HURYV

7TDEHOD +5HJLVWUBRVG®IRD X[RV
JRQWaHS/, *$ 5 (

IHWIORZY
JRLXP DSULPRUDPHQWR TXHDGLFLRQRXLQIRUPDO}H
%YRUGHU *DWHZDPM3URWRPRORY GHVHTXrQFLD GHIOX[R 2EV



%\WHYV &DPSRV '"HVFULomR

YHUVLRQ 1~-PHUR GD YHUVMR GRIRUPDWR GH H[SRU!
FRXQW 1~-PHURV GHIOX[RVH[SRUWDGRYVY QHVWH
V\VXSWLPH 7HPSR HP PLOLVVHIJXQGRV GHVGHD UHLQLFL
XQL[BVHFYV 'DWD HKRUD EDVHDGRV HP VHIXQGRV GHVG

XQL[BQVHFYDQRVHIJXQGRV UHVLGXDLV QRIRUPDWR WLPH
IORZBVHTXHQFH &RQWDJHP VHTXHQFLDO GRWRWDO GH IC
HQIJLQHBW\SH 7TLSRGRIORZ VZLWFKLQJ
HQJLQHBLG 1~-PHURGR VORWGRHQJIJLQHIORZ VZLV
VDPSOLQJBLQW2HWUMDL PP HLUR GRLVY ELWV FRQWURODP R PR
HQTXDQWR TXHRV ELWIVGHILQHP RLQWH

7TDEHOD =* & DEHHW DIDRKR
&S$/,*$5(

2V UHJLVWURV GHIOX[RVHVWMR UHSUHVHQWDGRYV QD W

%\WHV &DPSRV "HVFULOmR
VUEDGGU (QGHUHOR ,3GH RULJHP
GVWDGGU (QGHUHOR ,3GH GHVWLQR
QH[WKRS (QGHUHOR ,S GR URWHDGRU GR SUY[LPR KR
LQSXW EQGLFH 6103 GDLQWHUIDFHGHHQWUDGD
RXWSXW EQGLFHG6103GDLQWHUIDFHGH VDtGD
G3NWYV 3DFRWH QR IOX[R
G2FWHWV 1XPHUR WRWDO GHE\WHV /D\HU QRV SD
ILUVW 6\WV8SWLPH GR LQtFLR GR IOX[R

obvw 6\WV8SWLPHGR ~-OWLPR SDFRWHUHFHELGR Q
VUFSRUWRUWDY GH RULJHP 7&3 8'3 RXHTXLYDOHQV
GVWSRUWRUWDYV GHGHVWLQR 7&3 8'3 RXHTXLYDOH
SDG %\WHV QmR XVDGRV JHURYV
WFSBIODJV 7&3 10DJV RXFXPXODWLYR

SURW 7LSRGR SURWRFROR H[HPSOR 7&3 8'3
WRYV 7LSRGR VHUYLOR,3

VUFBDV 1~-PHURGHRULJHP GRVLVWHPD DXW{QRPR
GvwBDYV 1~-PHUR GHGHVWLQRGR VLVWHPD DXW{QR
VUFBPDVN %LWYV QR SUHIL[RGD PiVFDUDV GHHQGF
GVWBPDVN %LWYV QR SUHIL[RGD PiVFDUD GHHQGH
SDG %\WHV QmR XVDGRV JHURYV

7TDEHOD +*5HJLVWHBRVG®IRD X[RV
&$/,*$5(

&RPDDGLOmMRGHLQIRUPDO}HV GH $6 DEUHWI®SRBRVVLEL
SURYHGRUHYVY YLVWR TXHWRUQD VH SRVVtIYBDSZ/GHQWLILFDU IC

IHWIORZY Y HY

6mMRPXLWR VHFPHOKQOKRYTRMAPWHYH VHX GHVHQYROYLPHQ
& 2872 $Y "'p XP DSULPRUDPHQWR TXH RIHUHAWH ®RBRUWH H|
VZLWFKHV &LVFR &DWDXOLNB WG R V6FHRIRL KR D SICHDAFIM @) U HIFDKRU VR V



p FRPSDWtYHO FRP URWHBSGRUHYV &DWPBRLFLRQRX WLSRV GH I
SDUDRVIRUPDWRVY GHUHJLVWURV GHIOX[RV TXH WURX[H X
HUHTXLVLWRVY GHUHFXUVRV QRV FROHWRUHYV SRUpP FRPR
GD &LVFR QMR pDPSO®PHQWH XWLOL]DGD

IHWIORZY

$ YHUVMR WURX[HJUDQGHV PXGDQoDV )RUDP DGLFL
GHUHJLVWUR GHPRGR TXHILTXHPDLV IiFLO PRGLILFDU RV I
QHFHVVIULR PRGLILFDUR IRUPDWR GH UHJLVWUR GH IOX[R
PRGHQRBN*$5(

+RXYH WDPEpP XP DSULPRUDPHQWR SDUD RIHUHFHU
FRPRXOWLRIMWHN QHW 3 URWRFAREX 6 WAX3ULRWRFRO /DE/KBO 6ZLW
, 3 Y HQWUH RXWUDYV

'"HDFRUG&KOFRIPIDUHR IRUPDWR GH UHJL VW B B EHDoOXDHDUK\RIT
GH SDHRAWHR X PRIGHO RVR2Z66GMWE DGRV 8P BPREBHEBGHRWSHUH Y H R\
FDPSRV TXH HVORZBEHARWBHAPGRYV IXWXURV SRGHQGR RFRUUHU
SUY[LPRV FRQIRUPHD WDEHOD

&DPSRYV
&DEHODOKR GR 3DFRWH
ORGHOR )ORZ6HW
'DWD )ORZ6HW
'DWD )ORZ6HW

ORGHOR )ORZVHW
'DWD )ORZ6HW

7TDEHOD + 3DFRWH GHW[®BREZWDoOmMR
&$/,*$5(

2 FDEHODOKR p GHVFULWR QD WDEHOD

$JUDQGH QRYH®DQGBXBHRUVMR p TXHRV PRGHORYV GHYV
FRPSULPHQWR GRV FDPSRV LQGLYL8WD)ERBRNVTXHIQAW WV R X H
SRQGHP,DX® PRGHOR 8P HHPSEHARMBHUHVHQWDGR QD WDEHO

$V YHUV}HV H QmR IKRYDBEOOQoDGDV

&RQIRUPH PHQFLRQDG RHWNRRILARL PHIQWIM FRRGD &L VFI
ULDV YHUV}HV ODQ?BGNNVBRHJIER D QHFHVVLGDGH GH XP VL\
GHIOX[RV SDGURQL]DGR QR PH/W DFRA FEX) M VD QRSIRYM Y BIRR D
VHWRUQDUR TXH p KRMH FRQ Y HX F;TK 6 SGRRIHNQRBHY B PR X GRHG

v 3) s

2,3),;IRLLPSOHPHQWJIE®DR/ BEBGRWIPRE WRUQDQGR R S
FROR SDGUMR SDUD REWHQaB®RHGHLY BB RVWILDPRQ G[HR BHIG H  (
HVWUXWXUD IOH[tYHO H HMFPOSHMWY IC@WM WRGEDA K [EGGR DLQ



%\WHV &DPSRYV '"HVFULomR

YHUVLRQ 1~-PHURGD YHUVMR GRIRUPDWR GHH[SRUW
FRXQW 1~-PHURV GHIOX[RVH[SRUWDGRV QHVWH S
VI\VXSWLPH7HPSR HP PLOLVVHIXQGRV GHVGH D UHLQLFLD
XQL[BVHFYV '‘DWD HKRUD EDVHDGRV HP VHIXQGRV GHVGH
SDFNDJHBVHTXHQFH &ERQWDGRU GHVHTXrQFLD GH WRC
HQYLDGRV SHOR GLVSRVLWLYR GHH[SRUWDG
XPDDOWHUDOmMR GRV FDEHODOKRV GD YHUVmMm
HVWHQ~PHUR UHSUHVHQWDYD "IOX[RV

VRXUFHBLG 8P YDORUGH ELWV TXHp XVDGR SDUD JDUD
SDUD WRGRV RVIOX[RV H[SRUWDGRV GH X|

HVSHFtILFR 2 FDPSR,"GHRULJHP pHTXLY
FDPSRVGHWLSRGHPHFDQLVPRH ,"GHPHFDQ
QRVFDEHODOKRV GR 1HW)ORZ9HUVmMR H

2IRUPDWR GHVWH FDPSR p HVSHFtILFR GR

7TDEHOD =+ & DEHHW DEIDRKR
JRQWS/,*$5(

ELW
IORZVHWBLG
OHQJWK
WHPSODWHBLG
ILHOGBFRXQW
ILHOGB BW\SH
ILHOGB BOHQJWK
ILHOGB BW\SH
ILHOGB BOHQJWK
ILHOGB BW\SH
ILHOGB BOHQJWK

ILHOGB1BW\SH
ILHOGB1BOHQJWK
WHPSODWHBLG
ILHOGBFRXQW
ILHOGB BW\SH
ILHOGB BOHQJWK

ILHOGB1BW\SH
ILHOGB1BOHQJWK

7TDEHOD +* 3DFRWHGHH[SRUWDOmMR
JRQWRHS /, *$ 5 (



DOJXPDV DSULPRUDPHQWRY FRPR SRU H[HPS;®R FQF G L WhRRG
LGHQWLILFDomR JOREDO GRWVENG VR DM\ R ¥ MREPEIMVOE R \N Bl FDSLK
WLILFDomR ~QLFD GRVY VHQVRUHYV EDVHDGR HP XP SRQWR G|
FDPSRV8S7GRHFDEHODOKR TXH GHX PDLRU OLEHUGDGH SDU
GLVSRVLWLYRV VH@YBUHV HFROHWRUHYV

1D ILJXPBRVVtYHO REVHUYDU DV GLIHBWMQOBRVGRRYV FIL
' 3) s

J)LIXUD + &DEHODOKR ,3),;; &DEHODOKR 1HWIORZ
5(-&,

$WDTXHV 'R6 H''R6

$WDTXHVHRELDO RI 6HHUVIOAHR GH 6HUYLOR GLIHUHQV
DWDTXHV TXH YLVDP H{WUDLU HDEXVDU GH GDGRV FRQILGH
REMHWLYR D SDUDOLVDOMR GHDOJXP VHUYLOR QD LQWHUQH
DFHVVR e D LQXQGHRRR GHEIOBRP XP WUiIIHIR LQWHQVR TX
FDUJD QD YtWLPD DWp TXH HVYWH VH WRUQH LQFDSD] GH UHV
FRQFUHWL]DQGR D LQGL)YS$R®@BELOLGDGH GRDOYR

(PXPDOLQKD P X LENDRS\DRVHF 6 G PD TXH FRQVLVWH E
QD UHDOL]DomR KRR X LRIIBIIPVGH GLYHUVRY RPER R B\ ISP F
GHWHURRYMWERPD FDXVDQGR XPD VREUHFDUJD GH SURFHVVE
GHUHTXLVLO}HV D VHUHP UHVSRQGLGDV

1R HQWDQWR D PDLRU SDUWH GRV DWDTXHV QHFHV\
SDUD FRQVHJXLU SDUDU XP VHUYLOR GH PDLRU UHOHYKQFLI
WLWXL0o}HV JRYHUQDPHQWDLY HWF SRUWDRRWRY G M\EHV
FRPSXWDGRUHV TXH |RVRPMZEDBIAW DRBRRVS BSDUD DXPHQWDU
LQXQGDomR GH VIROYWA WD RADUVRRQDQGR QD GHJUDGDomR
UDOLVDomR WRWDO GR PHVPR &RQVLGHUDGRYV YDULDQWH
GRV DWDTXHWWRBLEXWHG 'H QILHDI® B inGRHWIY VFHH Y )GR GLY WU L E

S3RGH VHLPDJLQDU TXH JU DPMFHERRBIR@ R DRXFRIPORQ
GHV LQVWLWXLO}HVILQDQFHLUDV DWUDLDP QmR VRPHQWH |
SHVVRDVFRPQHPWDQWDDGPLUDOMRTXHWHQWDPGHDOJX!
ILQDOLGDGHYVY H[WRUVmMR GLVSXWDV SROtWLFDV YDQGDOL



)LIXUD + 3ULQFLSDLVPRWLYDO}HV GHDWDTXHV '""'R6
JRQWH76&287

GHKDELOLGDGHV e R TXHPRVWUBMWRY EOBRN SROGHPYT X U \RE @ B
YDGRV QD )LIJXUD

/IRJR pGHVHHVSHUDU  TXHWDLY RUJDQL]D0}HV GLVSRQ#
HHVIRUORV SDUDHYLWDU HVWHWLSR GHDWDTXH MiTXHXP PLC
UHSUHVHQWDU SHUGD GH PLOK}HV RX DWp PHVPR ELOK}HV GH
)5$1&$

$ WHFQRORJLD GD LQIRUPDomR SURFXUD Ki DQRV HQFR(
TXDQGR QmR SRVVtYHO WHQWDU GHWHFWD ORV SDUD DX[LOLE
LVWR p DQWHYV TXHFDXVHP HIHLWRV FDWDVWUYILFRV

7UDEDOKRV UHODFLRQDGRYV

'LYHUVRV WUDEDOKRVVMRHQFRQWUDGRY QD OLWHUDW:
QD UHGH FRP R XVR GBRVIHURWEPRQRVSDOPHQWH QD GHWHFomR

'HDFRUGRUFRRPR &RUUHD H 8OQYLDPXWLOL]DGR SULQFLS
SDUD GH